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Abstract 

Internet of Things (IoT) devices and technologies are getting more and more ubiquitous in 

our everyday life, at the same time, they are becoming pervasive. As our society quickly 

finds itself saturated with unnoticed cyberattacks and threats against IoT devices, it 

demands more stringent approaches to our cybersecurity governance in IoT. Who would 

have thought that there is a dark side of IoT devices. 

This paper looked at the key to cybersecurity governance in the IoT revolution and 

investigated the major challenges and concerns throughout the phases of IoT development 

and implementation via the lens of the Security by Design approach. In this regard, the 

approach aims to envisage any kinds of cybersecurity risks from the onset and enable IoT 

global innovation with confidence, as a result, the Security by Design approach is often 

synonymously associated with accountability, integrity and longevity. 

Keywords: Cybersecurity Governance, Internet of Things, Security by Design 
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1 - Introduction 

In the recent and upcoming years, major businesses in various industries are making 

technological innovations radically to transform the competitive landscape to keep up with 

the rapid advancement of technology, the Internet of Things (IoT) has swiftly emerged as 

one of the most familiar expressions among these businesses and technologies. According 

to Gartner Research, we are expected to witness over 20 billion IoT products by 2020 

(Hung, 2017). These products are not just our computers and mobile phones, but products 

in our daily lives like home appliances, wearable health monitors, smart factory equipment, 

automotive and a plethora of diversified devices. Nevertheless, the approaches in which 

companies bring about IoT management are questionable and, in some circumstances, 

hanging by threads of security uncertainties. 

This paper aims to examine the key to cybersecurity governance in the rising ubiquity of IoT 

products, with the objective of investigating factors that could have allowed consumers to 

entrust them more with sensitive and personal information. This is an imperative case for 

the Security by Design approach where cybersecurity considerations should begin during 

design and development for every IoT lifecycle, with testing not being used as the primary 

means to ensure security but for augmentation and audit (Yu, 2015). 

1.1 - Glimpse into the Internet of Things 

Being a network of connected technologies, IoT grants the unification of communications 

and information transmissions between countless devices across the globe and is currently 

an enormous evolving ecosystem. With such immense connectivity and intelligence, 

tensions are certain to be developed within IoT advancements and ways of its regulation.  
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Standards organizations like BSI and ISO develop regulations for companies to follow and 

comply (CW Journal, 2020), achieving requirements and pillars of trust across the global 

community, and especially brand credibility among the consumers. With IoT proliferating 

like wildfire, there is a severe lack of cybersecurity regulation in IoT needed to prevent 

innocent consumers from tapping beyond protected boundaries and find themselves in 

malicious territories that could result in jeopardizing their sensitive and personal 

information, or worse, corrupting and polluting the entire networks. 

With most of the IoT components being fragmented nowadays, it would be challenging to 

achieve absolute interoperability between IoT devices (Drake, 2016). The universal 

connectivity and interoperability between intelligible devices in order for them to 

communicate both anonymously and synonymously, serve as a cornerstone from a Security 

by Design point of view. 

2 - Concepts of IoT 

The concept of IoT was referred to as all kinds of mundane objects or even entities existed 

within and around us are being connected over the Internet via either wired or wireless 

networks (Tawalbeh et al., 2020). As IoT continues to advance with cutting-edge 

technologies such as artificial intelligence (AI), or even virtual and augmented realities (VR 

and AR), their use cases are escalating tremendously, possessing unimaginable capabilities 

to interconnect with each other with or without human intervention. This IoT concept is 

called hyperconnectivity where it implies that every “things” are indeed communicating 

effortlessly and remotely — person to person, person to machine and machine to machine. 
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When IoT devices keep people out of the loop, it faces serious issues regarding both 

security and privacy, since IoT devices are dispersed, compounded and variegated system 

to begin with. With that, establishing a dynamic, compelling and reliable cybersecurity 

governance is one of the highest priorities to consider as social acceptance of IoT services 

is strongly relying on the trustworthiness of information exchange (Skouby et al., 2017). 

Additionally, companies shall possess the duties and responsibilities to promote 

transparency and notify consumers of the safest use of their IoT devices. 

According to Tawalbeh et al. (2020), despite numerous researchers have introduced several 

solutions to address cybersecurity issues caused by the amplifying number of unsecured IoT 

devices such as government regulation, a multi-stakeholder procedure, and even potential 

fragmented implementation within the cyberspace itself (DeNardis, 2017), a radical and 

reliable cybersecurity governance in IoT is still constantly anticipated to satisfy the needs of 

data security, integrity, privacy and trust. 

2.1 - History of IoT 

The term “Internet of Things” (IoT) was coined by Kevin Ashton in 1999 while advocating 

Radio Frequency Identification (RFID), coupling as a new form of communication between 

devices in supply chain productions (Ashton, 1999). This sparks the opening of the 21st 

century as IoT became widely used and mentioned by the media channels such as The 

Guardian, Forbes, and the Boston Globe (Khvoynitskaya, 2019). As the adoption of IoT 

platforms began to proliferate, numerous advancements fostered the IoT evolution such as 

a refrigerator launched by LG, enabling users to surf the net and make calls with it. 
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Gartner Hype Cycle for Emerging Technologies (Gartner, 2018) 

In recent years, the IoT platforms have clinched one of the preeminent spots in the 2018’s 

Gartner Hype Cycle and were foreseen to reach its plateau of productivity in around 5 to 10 

years in which we are currently in the midst of its transformation. Although IoT is regarded 

as a prevailing technology itself, when being integrated with other technologies like AI, 

blockchain, big data, cloud computing, AR and VR, mixed solutions are being emerged with 

favorable circumstances. 

For instance, decentralizing networks of blockchain could establish high standards of 

cybersecurity during data transmissions across IoT products, AI could allow autonomous 

decisions to be made in manufacturing processes and smart home products learned from 

user’s behaviors, and cloud computing could provide the fundamental space for IoT data 

storage over the Internet and promote the interoperability of things. 
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3 - Literature Review 

With the increase of companies taking up and embracing the use of IoT, having a strong 

foundation and deployment of IoT design is becoming harder and demanding (IoTSense, 

2018). With the rise of several cybersecurity challenges in IoT to be faced, companies have 

to discern the IoT infrastructure that they are using, in order to make a lucrative transition 

and also enabling the growth for future scalability and solutions. 

3.1 - Infrastructure of IoT 

In this present-day, many companies along with consumers are being influenced by the 

hype of trending IoT technologies, similar to a “gold rush”, and are mass producing and 

buying IoT products respectively. The true winner of the “gold rush” is actually the 

infrastructure providers — inferring from the metaphor, these are the shovel makers rather 

than the gold panners themselves (Lueth, 2015). IoT infrastructure providers have been 

garnering huge rewards as they act as the main foundation from major IoT developments.  

The followings are five important non-hardware pillars of an IoT infrastructure that are 

imperative and responsible for the growth of every IoT products and devices: 

• IoT Platforms 

• IoT Access Technologies 

• IoT Cloud Storage and Processing 

• IoT Data Analytics 

• IoT Security 
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3.1.1 - IoT Platform 

An IoT platform ensures the connection of every IoT products within its IoT system in order 

for data transmission and communication to flow seamlessly to the functionality and device 

management of its IoT application. It contributes to the primary layer of services and the 

main components to form secure and responsive IoT applications such as the essential 

underlying IP networking and security. alongside with the interoperability between devices 

and Internet services. 

The IoT platform is often regarded as middleware where users are able to remotely connect 

and control their IoT devices via IoT applications to micromanage interactions between the 

hardware and application layers (Sharma, 2019). These IoT platforms are said to have been 

continuing the quests toward the public cities and infrastructure to improve the quality of 

life of urban dwellers. For instance, smart surveillance cameras have been deployed to 

neighborhoods with high crime rates while smart traffic lights prevent congestion in high 

traffic areas. Likewise, smart street lights have already been contributing an estimated 35% 

reduction in energy consumption in major smart cities (Meola, 2020). With such permeating 

adoptions, cybersecurity in IoT is nevertheless one of the key issues to watch out for. 

3.1.2 - IoT Access Technologies 

Access technologies are the most fundamental piece to the puzzle of IoT for data 

transmission, likewise, one of the most questioned areas of IoT (Kechiche, 2018). Mobile 

network and technologies have been collaborating and competing to provide the best 

offers to anchor themselves as the dominant provider in some of the most crucial IoT access 

technologies connections like LTE-M and NB-IoT moving forward in the era of 5G. 
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Big network providers like AT&T have coacted with IoT players like Amber Alert GPS and 

TRiLOC for certification of IoT products to be used in their IoT spectrums (Meola, 2020).  

While there are multiple access technologies like Bluetooth, Wifi or Zigbee delivering 

different profiles of power consumption, bandwidth and range, providers have to be 

perceptive and accommodate various IoT solutions as different IoT applications can require 

particular specifications for effectual data transmission. With that, there is a likelihood for 

providers to use an unlicensed wide area network (WAN) to allow budding companies to 

innovate or cut expenses at the cost of lower cybersecurity, demonstrating the need for 

stringent cybersecurity governance and regulations to increase security. 

3.1.3 - IoT Cloud Computing 

The relationship of cloud computing and IoT complement each other seamlessly as IoT 

generates huge amounts of data, cloud computing assembles storage and pathway for that 

data to be remotely accessed and carry out operations as and when it is required 

(McKenna, 2020). These can involve the delivery of public communication and traffic data, 

or personal data like photos, contacts and more over the Internet to cloud centers. 

Cloud services also cater a scalable way for companies to handle all requirement and 

prospects of IoT deployment as IoT devices calls of an immense amount of storage for 

information transmissions purposes efficiently, allowing developers to leverage on dynamic 

tools for the creation of IoT applications and deliver their services as quickly as possible 

(Sharma, 2019). Additionally, reducing the onboard storage needs within IoT devices and 

granting consumers greater storage spaces to meet user demands. 
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With Amazon Web Services (AWS) being one of the most prominent IoT cloud platforms, 

followed by Google Cloud IoT and Microsoft Azure IoT Suite (Meola, 2020), cloud 

computing is ultimately a way for businesses to not only provide access to off-premise 

storage but also processing services for the collected data. These unprecedented amounts 

of data are causing tremendous tensions on the cybersecurity and infrastructure of IoT in 

which companies have been putting efforts into seeking ways for alleviation. 

3.1.4 - IoT Data Analytics 

The role of data analytics is to uncover patterns from data harnessed in IoT devices. This 

allows businesses to get a sense of the trending topics and quickly capitalize on positive 

strategies within the market. Big data is meaningless without analytic power, IoT devices are 

constantly gathering a large amount of data such as user engagement period, behavior 

patterns to even environmental conditions (Sharma, 2019). With cutting-edge analytics 

tools being used to process these incoming streams of data, companies are able to obtain 

insights for more informed decisions for their upcoming implementations.  

With more and more companies planting IoT sensors into their products, the amount of 

incoming data is envisioned to grow exponentially. The integrated sensors system has to 

become a major movement in digital transformation (Alotaibi et al., 2016).  Building upon 

the use cases with the employment AI and machine learning (ML), health sensors can be 

used to monitor conditions of patients, or heat sensors can be used to detect if there are 

significant temperatures changes to discover unusual activities. These connected sensors 

will transmit sensed data for processing with advanced algorithms and automatically react 

or alert users to take the appropriate actions when needed. 
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Most cloud solutions are not just big data players as big data calls for efficient analytics, few 

of the notable names like Oracle and Teradata are offering exhaustive and specific analytics 

packages like forecasting, streaming and predictive analytics, or data mining (Lueth, 2015). 

Therefore, if we are to determine the valuable enabler within IoT, it would be data analytics. 

Nonetheless, being such a prepossessing aspect of IoT, the data analytics provider should 

be aware of its cybersecurity governance with soaring acceleration influx of IoT data. 

3.1.5 - IoT Security 

Security is certainly one of the most critical aspects of IoT infrastructure as it can either 

make or break all the range of capabilities of an IoT system. Everything that is connected to 

the Internet is susceptible to cyberattacks. IoT security is a major concern to safeguard 

user’s personal information, data and secrets. At this point in time, unresolved IoT security 

issues in the current cyberspace are reducing the credibility of IoT solutions and have 

become a major hindrance in IoT development (Lueth, 2015). The thoughts of potential 

personal data being circulated or worse misused are causing users to take a step back 

rather than positively embrace the permeation of IoT products. Proper security solutions 

such as identification and authentication should be implemented at distinct levels 

beginning from the product itself to the data storage solutions. 

Security companies like Cisco are already embedding robust security models for their IoT 

infrastructure focusing on the feasibility, applicability and technical maturity challenges 

encountered by businesses when designing their IoT security models (Bakhshi et al., 2018).  
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As IoT security advances, IoT will also revolutionize the way governments safeguard their 

nations such as by deploying remote-controlled drones to survey territories and even 

robotic weapons for military assignments (Sharma, 2019). With that, IoT security has to 

meet a list of cybersecurity requirements and compliance in order to validate and maintain 

certain levels of standard and differentiation between IoT devices. 

3.1.5.1 - IoT Compliance Classes 

According to the IoT Security Compliance Framework (IoT Security Foundation, 2020), a list 

of security objectives was developed to cover the full diversity of IoT devices and 

applications in which the structures and measures are very much subjective depending on 

the actual use cases. Even though the model is not foolproof, it is straightforward and 

reliable with security practices that are derivative from various security core principles. 

 

Compliance Class Security Objectives Table (IoT Security Foundation 2020) 

Corresponding to the industry to which an application or product is designed for, a higher 

compliance class would be recommended to alleviate levels of risk that may take place such 

as IoT medical devices with higher risk dependencies should be considered to fulfill a 

minimum of Compliance Class 3 or 4 requirements. 
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3.2 - Rise of Cybersecurity Challenges in IoT 

When IoT is permeating in our daily life more and more to enhance our quality of life, they 

also carry an immense amount of cybersecurity risks with them. Cyberattacks are no longer 

a matter of “if” but “when” (EY, n.d.) as IoT security awareness is unable to keep up with 

the acceleration of IoT devices in the present day. Cybercriminals are constantly developing 

new and startling ways for penetrating through the cybersecurity of established 

organizations, causing disruptions to sensitive data and intellectual property.  

As IoT technologies advance rapidly, cyberattacks are keeping up with more and more 

sophisticated techniques. Due to the ongoing development of IoT, no one can guarantee or 

even predict in the upcoming years or decades to come. Nonetheless, regardless of this 

uncertainty, we have to be vigilant and clear about the standards and approaches of 

cybersecurity governance needed. Governments around the globe have been scrutinizing 

and enforcing strict regulations for consumer’s data in both security and privacy.  

Lately, the United States House of Representatives had validated the IoT Cybersecurity 

Improvement Act that was aimed to strengthen the cybersecurity of IoT devices within the 

states. The bill focuses on shaping consumer security and to raise transparency throughout 

the product lifecycle (Srinivas, 2020). Companies deemed to be responsible to increase 

both visibility and security in order to assure adequate protection for their consumers. 

The major challenges in developing IoT security protocols as there is a lack of 

standardization out there due to the ramification of the IoT systems around and the large 

volumes of IoT devices produced by vendors all over the globe (Rauch, 2020). 
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3.2.1 - Security Interdependencies of IoT 

With all the cybersecurity challenges mentioned throughout this paper, none of them exist 

in isolation. Illustrated by the Cyber Security Agency of Singapore, these threats are closely 

dependent on another due to the nature of IoT being an interconnection marvel. 

 

IoT Security Interdependencies (CSA, 2019) 

Starting with the fundamentals, cybersecurity principles considerations have to be 

accounted for ground up with IoT devices to be designed with security and privacy in mind 

(CSA, 2019). The lifecycle of IoT devices have to be well thought out and disclosed to the 

supply chain about the vulnerabilities and subsequent resolutions. Devices should receive 

relevant updates and their communications have to be encrypted and authenticated. Close 

observation of data analytics is also required to uncover any vulnerabilities after distribution 

to reinforce the devices and extending their shelf life with regards to IoT security. Since IoT 

is a worldwide phenomenon itself and is loosely defined nationwide, it is extremely 

beneficial for countries to govern and coordinate their nation-specified regulations and 

endorse a universal approach for cybersecurity governance in IoT. 
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3.2.2 - Connectivity and Reliability  

Establishing reliable connectivity between IoT devices has also been one of the major 

challenges of cybersecurity in IoT. IoT devices can be said to rely on the performance of two 

crucial components which are the communications microcontroller and transceiver (Dalton, 

n.d.). Both soldered and expandable memory of the microcontroller often have design flaws 

and can occasionally be corrupted or infected in any way, leaving it vulnerable to relevant 

cyberattacks such as malicious softwares (Greenemeier, 2018). This can be similarly 

described when a corrupted flash drive is being plugged in and infecting the entire 

operating system with data being breached in extreme cases, but wirelessly. 

Hence, it is essential for integrity components to be installed in microcontrollers to react to 

any infections and perform appropriate actions, like resolving the error or simply power off, 

prevent any breaching of cybersecurity beyond the infected device. 

3.2.3 - Data Protection and Privacy 

With IoT devices such as fitness tracker, voice assistants and smart home appliances 

continues to penetrate deeper into our life, they regularly harvest data around and within 

us, sometimes anonymously and sometimes captures sensitive insights of our whereabouts, 

health habits and search histories. 

To truly benefit from IoT, users should be informed of what and when data is being 

collected, who can access it and how much of their privacy is being compromised (GSMA, 

2015). It is important that companies should enable users to balance the number of 

personalized services that suit an individual’s desire for privacy.  
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One way of harmonizing these cybersecurity challenges is to obtain user’s consent on 

specifically what data is collected and be used for. Nevertheless, no users would bother to 

read over numerous pages of privacy policies presented and is currently being address by 

various regulations (Maple, 2017). Another way would be taking Apple’s privacy by design 

(2020) as an example, Apple’s App Store is designed to only accept applications, especially 

for IoT devices, that pass their stringent regulations and inspections, assuring data 

protection and privacy, giving Apple users full control over their information.  

Cybersecurity practices developed for IoT devices should evidently indicate the amount of 

data protection and privacy in the context of how the data is being collected, distributed 

and used. All governing initiatives have to enforce strict restrictions to limit areas where 

potential privacy risks could emerge and the current measures are not enough to address 

them (GSMA, 2015). 

3.2.4 - Cyberattacks Against IoT 

IoT devices fetch both benefits and vulnerabilities to consumers. Chances are new classes 

of integrated solutions that combine both physical security and cybersecurity capabilities 

are needed as IoT technology approaching the mainstream of smart homes and cities, and 

appropriate action has to be taken to reduce in cases of cyberattacks (Maher, 2020). 

Cyberattacks against IoT are actions attempted to sabotage operations or compromise 

data, by abusing the weak securities of IoT devices, to attain certain motives like personal 

satisfaction or retaliation. These attackers could be security hackers, cybercriminals, or even 

governments (Abomhara & Køien, 2015). 
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There are many various forms of cyberattacks against IoT, including breaching into 

unencrypted networks or deciphering feeble encrypted networks for sensitive information 

and authentication. The followings are some prevalent cyberattacks against IoT: 

• Physical Attacks: Due to the automated nature of the IoT, IoT devices are prone to 

hardware tamper when left unattended. 

• Botnet Attacks: Botnets have the ability to transform connected IoT devices into remotely 

controlled bots for spying or even steal credentials at a big scale. The infamous Mirai 

Botnet already has millions of IoT devices affected (Joshi, 2019). 

• Denial-of-Service (DoS) Attacks: One of the most common IoT cyberattack that attempts 

to cause capacity overload by sending multiple requests, disrupting or disabling services. 

• Man-in-the-Middle (MiTM) Attacks: This form of cyberattacks attempt to intercept 

messages between two parties in real-time, causing critical malfunctions and 

misunderstandings. 

• Privacy Attacks: As mentioned previously, data protection and privacy in IoT has become 

increasingly challenging because of the huge amounts of data that could be remotely 

harvested and misused in the wrong hands. Some of the prevailing privacy attacks are:  

- Data mining: Extraction of data and user’s behaviors without being known. 

- Eavesdropping: Listening or overviewing to user’s conversations secretly. 

- Tracking: Stalking user’s movements and locations that they have been or currently in. 

- Passwords Cracking: Utilizing hacking tools to decode all probable combinations of 

passwords, commonly known as brute-force attacks. 
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4 - Discussion 

As different approaches have different types of implications and opportunities, securing the 

IoT need not call for a radically new, complicated set of ideas and principles. What IoT 

requires is an augmentation of the best practices that have been assembled throughout the 

decades, in all areas of cybersecurity. These practices should come down to design IoT 

devices with connectivity in mind from the very beginning (Yu, 2015), in order to have the 

right kinds of security management put in place to prevent and retaliate against foreseeable 

threats. Hence, the Security by Design approach is chosen in this paper and will be used to 

discuss as the key to cybersecurity governance in the IoT industry. 

4.1 - Security by Design Approach 

Security by Design is a methodology used by assuring that security aspects are designed as 

a major priority in mind during all stages of IoT development. This approach addresses the 

major challenges of cybersecurity in IoT design where security concerns were usually 

included too late to be considered at the prototyping and testing phases (Thales, 2020).  

With many companies prioritizing development speeds and production needs for their IoT 

products to hit the shelves in the shortest time, security considerations were often 

overlooked, or worse, being omitted. This manner of IoT development has led to countless 

security breaches in the past. IoT devices made this way are generally unsecured, allowing 

cyberattackers to invade huge numbers of connected IoT devices, and are not upgradeable 

to counteract. Therefore, by building cybersecurity features into IoT devices as they are 

being designed, we could anticipate and design ways to neutralize these discerning threats. 

The following are three key aspects of the Security by Design approach. 
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4.1.1 - IoT Device Life Cycle 

Every product has a life span, some are even planned obsolescence, let alone IoT devices. 

IoT devices usually have a longer life cycle as they are often left unattended. Hence, it is 

crucial to design IoT devices with upgradeable firmware and notify users when there are 

mandatory updates. This will ultimately keep IoT systems align with the same regularity, 

reducing the chances of individuals or even enterprise data being exposed to cyberattacks. 

Non-upgradable and outdated devices should be disposed securely by the end of their life 

cycle rather than prolonging their lifespan and connecting them to sensitive data networks 

(Yu, 2015). Nevertheless, outmoded IoT devices would eventually become incompatible as 

they fail to keep up with the latest operating systems and applications. 

4.1.2 - IoT Vulnerability Management 

IoT vulnerability management is another integral principle of security to allow testers and 

users to log feedbacks advise vendors about exploitable passages, in order for them to be 

rectified before being widely abused (Moor, 2020). Although these practices are typical in IT 

security, they are not seen as quintessential conventions among embedded systems in 

which many IoT manufacturers are falling short. Since IoT devices are governed without 

such standards, potential vulnerabilities will be increasingly challenging to be uncovered, 

not to mentioned being left unpatched as time passes (Kohler, 2019). 

Device hardening and patch management are two ways of managing vulnerability when 

designing IoT devices from the ground up. These vulnerability assessments and patch 

notifications will not only serve as mitigations to loopholes but also drastically reducing the 

risk of encountering cybersecurity breaches (Boone, 2018). 
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4.1.3 - IoT Security Controls 

As IoT devices exploded in the markets, IoT security controls are still in its infancy, leading 

abundance of connected devices with insufficient security standards. Besides, numerous 

products were not designed to be connected to the Internet originally with home 

appliances like refrigerators, vacuum cleaners, washers or even cars (Kohler, 2019). 

An IoT security control would be multi-factor authentication (MFA), which can consist of 

many layers. These layers can include one-time passwords (OTP), physical tokens or 

biometric details, which also illustrate the levels of authentication required from something 

the user knows, has and is respectively. The number of layers and inconvenience that users 

will go through should equate to what is being secured. Users will be more likely to accept 

MFA for home security systems like smart locks, as compared to smart lightings in which 

MFA will be less necessary and counterproductive (Nordic, 2018). 

4.2 - Critique of Proposed Approach 

In regards to Security by Design, it would likely require additional cost and efforts, and even 

delays to production, due to thorough researches, scrutiny and security checks, However, 

pleasure comes through toil, as it will likely be less effective and cost more to implement 

cybersecurity measures as an afterthought. 

In contrast, developing IoT devices with components from scratch may also unknowingly 

increase the potential for cybersecurity threats. Hence, it is crucial to incorporate certain 

established design standards and tools to advocate design habits, aiding developers to 

implement robust security features into their solutions from the origin. 
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5 - Future Recommendations 

Security by Design may or may not be the best and only compelling approach for 

cybersecurity governance in IoT. Other ways like interoperability and multi-stakeholder 

approaches to address solidify communications and shared services between IoT devices 

and, have elaborated collaboration practices with established corporations like the Internet 

Corporation for Assigned Names and Numbers (ICANN) to have affirmative sets of 

guideline and criterion for informative decision making (Badii & Kuerbis, 2017), respectively. 

6 - Conclusion 

The case of the Security by Design approach for cybersecurity governance in IoT 

highlighted companies to have security considerations and mechanisms articulated and 

integrated at the core during the design phase, serving as the bedrock of the IoT 

development process and designed to mitigate risks. Nevertheless, it is easier said than 

done in practice, there are various parties involves from designers, developers, 

manufacturers, quality engineers, just to name a few. Making it difficult to unify all parties 

and correspond to a similar level of maturity (Kohler, 2019). 

All in all, Security by Design could be one of the greatest defenses for companies in 

protecting their IoT infrastructure, platforms, products and ultimately users. It was also 

mentioned by Dr. Yaacob Ibrahim (Singapore's Minister for Communications and 

Information) who urges the nation to adopt a Security by Design mindset and as a code of 

practice by default (Yu, 2015). With that being said, we will avoid fragmented operations 

and the need for amendments that are less integrated and effective thereafter. 
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Lastly, in regards to IoT innovations, there is no doubt IoT will be even more ubiquitous in 

the near future, and with the transformation towards Analytics of Things (AoT), companies 

will begin to realize and utilize the full potential of the IoT, with more cybersecurity 

challenges to be uncovered. 

6.1 - Future Research Possibilities 

As this paper investigated the key to cybersecurity governance in IoT using the Security by 

Design approach, two possible avenues of research could be explored from this will be: 

1) Proceed on to investigate other ways such as the interoperability and multi-stakeholder 

approaches as mentioned previously, as alternatives to cybersecurity governance in IoT. 

2) Dive into further to analyze whether there are any relationships that exist between 

Security by Design and Privacy by Design with regards to IoT in support of overarching 

the key benefits and challenges discussed in this paper. 
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